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Application Security GuidelinesApplication Security Guidelines

• Does the application store individually identifiable 
health information?
– User ID and Password?
– Audit Trails?
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Policies and Procedures& Technical Security Policies and Procedures& Technical Security 

• Security Policies & Procedures
– 18% overall compliance
– 30% partial compliance
– 52% not addressed

• Technical Security
– 11% compliance



Transaction ComplianceTransaction Compliance
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Institutional Claim DetailInstitutional Claim Detail
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IdentifiersIdentifiers

• Currently collecting some type of identifier 
information

• Bills currently include this information
• Applications unable to support changed identifier field 

sizes
– National Provider ID 

• 34% can currently store new size and format
– National Employer ID 

• 42% can currently store new size and format



Medical Data Code SetsMedical Data Code Sets

• Currently will use ICD9-CM, CPT 4, and HCPCS
• Mandate is to move to a single procedure code 

system
– Diagnosis Code

• 25% - 43% will be able to collect ICD 10-CM
– Procedure Code

• 32% - 75% will be able to collect ICD 10-PCS



Non-Medical Code Sets
Example: Individual Relationship Codes

Non-Medical Code Sets
Example: Individual Relationship Codes

621Unknown

319Child

118Self

21Spouse

UB-92X-12Description



NDCNDC

Collected in Pharmacy Systems…
But not passed to Billing Systems

• Storage sizes for HCPCS are 5 positions
• Storage for NDC will require 11 positions
• Maintenance of code in Pharmacy system is neither 

consistent nor timely



How can we get there?How can we get there?

• Requires major coordination between providers, 
vendors, and payors

• Providers need to evaluate where they are now and 
determine changes required

• Providers need to determine where they will get their 
biggest payback then
– Work with payors to determine their plans and timeline
– Work with vendors to meet timeline



How can we get there?How can we get there?

• Initiative will impact every component of the 
healthcare business today

• All hospitals, physicians, insurance companies, and 
vendors have a significant role to ensure success

• Short term will require tremendous work effort
• Long term will create more secure environment and 

financial rewards


